Ready

Security & Data
Privacy for Your

elLearning Ecosystem

Built for Trust, Transparency, and
Enterprise-Grade Protection.

AlReady PracticelLayer integrates Al-
powered learning experiences seamlessly
into your existing LMS and authoring tools—
without compromising your organization’s
data privacy or security.

This one-page summary highlights our
security-first architecture, robust privacy
safeguards, and commitment to
transparency—the key assurances your IT,
Legal, and Management teams need before
implementation.
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Your Data Stays Yours

No Al Model Training: Your proprietary content is used only to generate responses for
your organization. Neither AlReady nor our partners use your data to train orimprove
Al models.

Contractual Protection: In our default configuration, Al providers are bound by
contract to not use your documents, prompts, or conversations for model training.
Nothing stored by default: Conversations aren't retained. Detailed logging is

available but off unless you enable it.

Secure & Compliant Infrastructure

U.S.-Based Data Residency: All customer data, including documents, logs, and metadata,

resides exclusively in the United States on secure AWS infrastructure.
Logical Data Partitioning: Each organization’s data is logically isolated within our
multi-tenant AWS environment (DynamoDB + S3), preventing cross-client access.

Multi-Layer Security Protection

Encryption: All data is encrypted in transit (TLS) and at rest (AES-256).

Secure Access Controls: Access to AlIReady requires a unique, randomly-generated
API key, ensuring only authorized applications can connect.

Multi-Domain Access Control: Configure a precise allow-list of authorized
environments (e.g., your LMS, staging sites, and review tools). When configured,
AlReady blocks any requests originating outside these approved domains, securing

your API key against unauthorized use.

Full Control & Transparency

Configurable Logging: You decide what data is stored. By default, only minimal usage
data is kept for billing; optional detailed logs can be enabled for analytics.
Pll-minimizing by design: AIReady does not require names, emails, or LMS user
records to function. When learner tracking is needed, we recommend pseudonymous
identifiers rather than personal information.

Model Transparency: AlReady exclusively uses enterprise-grade models and always
respects your model choices.
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